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	Academic Staff Specifics

	E-mail Address
	Office Hours
	Office Number and Location
	Rank
	Name

	mbaniyounes@philadelphia.edu.jo
	
	7306
	Associate Professor
	Maram Bani Younes


The Learning Style Used in Teaching the Course       
	The Learning Style

	 Blended Learning

	Electronic Learning 

	Face-to-Face Learning

	Percentage
	Blended
	Electronic
	Face-to-Face

	
	
	
	100


Course Description:

The module introduces an introduction to cybercrime its evolution phases and used weapons. The internet and computer networks effects to expand and prolife the cybercrime is discussed and deeply investigated in the course. The main cybercrimes and security attacks and their tools are covered in the course. Finally, the cybersecurity mechanisms on the IoT and mobile devices are presented.
Course Objectives:

The aim of this module is to explain the cybercrime and investigate its occurance on the internet and network environment. Understanding the network environments. Investigate the cybersecurity technologies and principles. Study the IoT and Smartphones environments for possible cybercrimes. 
Course Components 

· Cybercrimes in Data-Driven and Techno-Centric Society 
· Networking Environment
· Computer Security Technology and Principles
· IoT
· Mobile devices: Smartphones
Textbooks:
1) Alex Alexandrou, Cybercrime and Information Technology, CRC Press, 2022
2) Bruce Middelton, Cyber Crime Investigator’s Field Guide, CRC Press, 2022.

In addition to the above, the students will be provided with handouts by the lecturer.
Teaching Methods:

Duration: 16 weeks, 48 hours in total

Lectures: 38 hours, 2 per week (including 1-hour midterm exams)

Tutorials: 7 hours, (1 hour per 2 weeks)

Report Presentation: 2 hours

Homework:  10 assignments.
Learning Outcomes:
A- Knowledge and understanding

A1- Understanding basic ideas about programming for cybersecurity
A2- Understanding the basic concepts and protocols in Networking

A3- Understanding the behaviors of programming in Information Security
A4- Knowing and understanding a wide range of programming for Security
B- Cognitive skills (thinking and analysis). 
B1- Developing efficient programs for programming in information security
B2- Reasoning about the correctness of programs and tracing them 
B3- Trace and develop programs for information security
C- Communication skills (personal and academic).
      C1- Ability to undertake an individual project in Security Programming.

      C2- Ability to deliver a presentation for small projects.
      C5- Ability to design and implement a small project using Python Programming language.
D- Practical and subject specific skills (Transferable Skills).
D3, D4, D5, D6- Display the ability to work as group and show the personal responsibilities.
Learning outcomes achievement:

    Development: A1, A2, A3 and A4 are developed through lectures and home works.

                         B1, B2, and B3 are developed through tutorial and home works. 

                         C1, C2, C5, D3, D4, D5, D6 are developed through assignments and essays.

    Assessment  : A2, A3, B1, B2, and B3 are assessed through quizzes and written exams.

                        C1, C2, C5, D3- D6 are assessed through projects, home works, and assignments.
Assessment Instruments 

	Allocation of Marks

	Mark
	Assessment Instruments

	30%
	Mid examination 

	40 %
	Final Exam (written unseen exam)

	30%
	Reports, Assignments, Quizzes, Home works, Projects

	100%
	Total


* Make-up exams will be offered for valid reasons only with consent of the Dean. Make-up exams may be different from regular exams in content and format.

Practical Submissions

The assignments that have work to be assessed will be given to the students in separate documents including the due date and appropriate reading material. Submit your home work through Teams. After the deadline “zero” will be awarded. 

Course/Module Academic Calendar   

	Week
	Basic and support material to be covered
	Homework/reports and their due dates

	(1)
	Introduction
	

	(2)
	Cybercrime in Data-Driven and Techno-Centric Society
	

	(3)
	Cybercrime in Data-Driven and Techno-Centric Society
	

	(4)
	The network Environment
	

	(5)
	The network Environment
	

	(6)
	Computer Security Technology and Principles
	

	(7)
	Computer Security Technology and Principles
	

	(8)
	Computer Security Technology and Principles
	

	(9)
	Computer Security Technology and Principles
	

	(10)
	Internet of Things
	

	(11)
	Internet of Things
	

	(12)
	Internet of Things
	

	(13)
	Mobile Devices: The Smartphone
	

	(14)
	Mobile Devices: The Smartphone
	

	(15)
	Project Discussion
	

	(16)

Final Examination
	Project Discussion
	


Expected workload:

On average students need to spend 3 hours of study and preparation for each 75-minute lecture/tutorial.
Attendance policy:

Absence from lectures and/or tutorials shall not exceed 15%. Students who exceed the 15% limit without a medical or emergency excuse acceptable to and approved by the Dean of the relevant college/faculty shall not be allowed to take the final examination and shall receive a mark of zero for the course. If the excuse is approved by the Dean, the student shall be considered to have withdrawn from the course.
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