[bookmark: _GoBack]Quiz #2.
Std Name: ____________________                                                  Std No.: __________________________
Q1: from the Following Figure Answer the following Questions:
[image: ]
1: What is the HTTP version of this packet?


2: What Language (if any) does the client browser indicate that it can accept to the server?


3: What is the IP address of the client computer?


4: what is the IP address of the http Server?


5: Is this a request or response packet and how do you know?

Q2: From the Following Figure Answer the following Questions:
[image: ]

1: What is the status code returned from the server to your browser? And what does it Mean?


2: When was the HTML file that you are retrieving last modified at the server?


3: How many bytes of content are being returned to your browser?


4: Is this a request or response packet and how do you know?


5: what type of servers is used for this packet? Mention two other types of servers can be used for HTTP servers.



Q3: From the Following Figure Answer the following Questions:
[image: ]

1: Explain the problem connected to this packet. With the detailed scenario.














Q4: From the Following Figure Answer the following Questions:
[image: ]

Q1: This is a response message from the DNS server to the client. What was the query?

Q2: What is the IP address of the requested server (static.ietf.org)?

Q3: What is the IP address of the DNS server and what does it represent??

Q4: what is the IP address of the client?

Q5: How Many answers the clients receive?

Q6: What is the type of the DNS record? What does it stands for? Mention other possible records?
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No. Tme  Source Destination Protocol  Length Info

| 1088 140.236. 172.20.10.3 128.119.245.12 HrTe 526 GET /uireshark-1abs/HTT-wireshark-Filel. htal HITR/L1

| 105 140.503. 128.119.245.12 172.20.10.3 HITR 540 HTTP/1.1 200 OC (text/html)

| 109 140.506. 172.20.10.3 128.119.245.12 HrTe 472 GET /favicon.ico HTTP/L.1

| 1095 161,063, 128.119.245.12 172.20.10.3 HrTe 538 HTTP/1.1 404 Not Found (text/html)
1543 313.780.. 172.20.10.3 104.121.21.116 HrTe 267 GET /en-Us/Livetile/preinstall2region-Usksppid-COsEASE08420089%
1952 314.803. 104.121.21.116 172.20.10.3 HITRAOIL 463 HTTP/L.1 200 OC

<

> Frane 1088: 526 bytes on wire (4208 bits), 526 bytes captured (4208 bits) on interface \Device\NPr_{67519692-9320-30CC-B450-F97955325099), id 0

> Ethernet 11, Src: Intel 23:le:17 (50:36:dd:2a:1e:17), Dsts d2:3fiza (d2:3:23:ba:2d:64)

> Internet protocol Version 4, Src: 172.20.10.3, Dst: 128.119.245.12

> Transmission Control Protocol, Src Port: 57856, Dt Port: 80, Seq: 1, Ack: 1, Len: 472

Host: gaia.cs.umass.edu\r\n
Connection: keep-alive\r\n
Upgrade-Tnsecure-Requests: 1\r\n

User-Agent: Mozilla/s.@ (windows NT 10.8; Win64; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/124.6.6.8 Safari/s37.36\r\n
Accept: text/htnl, application/xhtnlexnl, application/xnl;q=0.9, inage/avif, inage/webp, inage/apng, */*;q=0., application/signed-exchange;v=b3;5=0.7\r\n

Accept-Encoding: gzip, deflate\r\n
Accept-Language: en-US,en;q=0.9\r\n
\r\n

Full request UR
[HTTP request 1/1]

htey
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f+ 1088 140.238. 172.20.10.3 128.119.245.12 HTTP 526 GET /wireshark-labs/HTTP-wireshark-filel.html HTTP/1.1

[ 1050 140.503. 128.119.245.12 172.20.10.3 wrTe sa0 fFTE/1.1 566 O (Eext/REnt)

| 103 140.506. 172.20.10.3 128.119.265.12 wrTe 472 GET /favicon. ico HTTP/L.1

{1095 141,063 128.119.245.12 172.20.10.3 wrTe 538 HTTP/1.1 404 Not Found (text/html)
1943 313.780.. 172.20.10.3 104.121.21.116 wrTe 267 GET /en-US/Livetile/preinstall?region-Ustappid-CIBEASEO842080940:
1952 314.503.. 104.121.21.116 172.20.10.3 HITP/XHL 463 HTTP/1.1 200 OK
16338 950.973.. 172.20.10.3 94.142.38.203 wrTe 165 GET /connecttest. txt HTTP/1.1

<

> Frame 1090: 540 bytes on wire (4320 bits), 540 bytes captured (4320 bits) on interface \Device\NPF_{67918692-932D-40CC-8480-F97955325899}, id ©
> Ethernet 11, Src: d2:3f:aazba:2d:64 (d2:3f:aazba:2d:64), Dst: Intel 2a:le:17 (60:36:dd:2a:le:17)
> Internet Protocol Version 4, Src: 128.119.245.12, Dst: 172.20.10.3
> Transmission Control Protocol, Src Port: 80, Dst Port: 57856, Seq: 1, Ack: 473, Ler
Date: Tue, 14 May 2024 06:47:06 GMT\r\n
Server: Apache/2.4.6 (Cent0S) OpensSL/1.0.2k-fips PHP/7.4.33 mod_per1/2.0.11 Perl/vs.16.3\r\n
Last-todified: Tue, 14 May 2624 65:59:62 GMT\r\n
ETag: "86-61863b2e67882"\r\n
Accept-Ranges: bytes\rin
> Content-Length: 128\r\n
Keep-Alive: timeout=s, max=168\r\n
Connection: Keep-Alive\r\n
Content-Type: text/htal; charset=UTF-8\r\n
\F\n
[HTTP response 1/2]
[Time since request: 0.265727000 seconds]
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{1090 140.503. 125.119.245.12 172.20.10.3 HrTR 540 HTTP/1.1 200 OK (text/htnl)
| 1094 140.506. 172.20.10.3 128.119.265.12 w1 472 GET /favicon.ico HTTP/L.1
| 1095 161,063, 128.119.245.12 172.20.10.3 fiFTe 538 HITP/1.1 404 Not Found (text/html)
1943 313.780. 172.20.10.3 104.121.21.116 wrTe 267 GET /en-Us/Livetile/preinstalliregion-Ustappid-Cos:
1952 314.503.. 104.121.21.116 172.20.10.3 HITP/XHL 463 HTTP/1.1 200 OK
16338 950.973.. 172.20.10.3 94.142.38.203 wrTe 165 GET /connecttest. txt HTTP/1.1

<

> Frame 1095: 538 bytes on wire (4304 bits), 538 bytes captured (4304 bits) on interface \Device\NPF_{67918692-932D-46CC-B4B6-F97955325899}, id 6
> Ethernet II, Src: d2; ba:2d:64 ( 2d:64), Dst: Intel 2a:le:17 (60: 17)
> Internet Protocol Version 4, Src: 128.119.245.12, Dst: 172.20.10.3

Date: Tue, 14 May 2024 06:47:07 GMT\r\n

Server: Apache/2.4.6 (Cent0S) OpensSL/1.0.2k-fips PHP/7.4.33 mod_per1/2.0.11 Perl/vs.16.3\r\n
> Content-Length: 209\r\n

Keep-Alive: timeout=s, max=99\r\n

Connection: Keep-Alive\r\n

Content-Type: text/htnl; charset=iso-8859-1\r\n

\F\n

[HTTP response 2/2]

[Time since request: 0.256746000 seconds]

[Prev request in frame: 1088

Prev response in frame: 1099]

Request in frame: 1094
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451 94.922777 172.20.10.1 172.20.10.3 ons
525 95.319682 172.20.10.3. 172.20.10.1 ons
526 95.320540 172.20.10.3 172.20.10.1 ons
529 95.367685 172.20.10.1 172.20.10.3 ons
530 95.368775 172.20.10.1 172.20.10.3 ons

1262 96.500024 172.20.10.3 172.20.10.1 ons

1263 96500530 172.20.10.3 172.20.10.1 ons

152 Standard query
75 Standard query @xaa0@ A static.ietf.org

75 Standard query @x98a6 HTTPS static.ietf.org
107 Standard query
145 Standard query

90 Standard query @xafad A config.extension.grammarly.com
90 Standard query x313 HTTPS config.extension.grammarly.com

response @x7cel HTTPS safebrowsing.google. com CHAI

response @xaad@ A static.ietf.org A 104.16.44.99 /
response @x98a6 HTTPS static.ietf.org HTTPS

Transaction ID: exaa00
Flags: @xslse Standard query response, No error

Response: Message is a response

Opcode: Standard query (9)

Authoritative: Server is not an authority for domain

Truncated: Message is not truncated

Recursion desired: Do query recursively

Recursion available: Server can do recursive queries

2: reserved (9)

Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable

Reply code: No error ()

Authority RRs: @
Additional RRs: @

Queries

Answers

v static.ietf.org: type A, class IN, addr 104.16.44.99
Name: static.ietf.org

Type: A (1) (Host Address)
Class: IN (exeoo1)

Tine to live: 377 (6 minutes, 17 seconds)
Data length: 4

Address: 104.16.44.99
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