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Electronic RE 

 Identifying Components: 
 Passive Component: 

It does not need a drawn power other than 
the one drawn from the operating signal. 
Such as resistors, capacitors, inductors, 
and transformers. 

 

 Active Component: 
It does need a drawn power other than the 
one drawn from the operating signal. 
Therefore an extra power source must be 
added to the circuit. Such as , diodes, 
transistors, and integrated circuits  
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Electronic RE 

 Identifying Components: 
 Passive Component: 

 Resistors: 
      Measured in Ohms 
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Electronic RE 

 Identifying Components: 
 Passive Component: 

 Inductors: 
 Measured in Henrys 
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Electronic RE 

 Identifying Components: 
 Passive Component: 

 Capacitors: 
 Measured in Farads 
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Electronic RE 

 Identifying Components: 
 Passive Component: 

 Capacitors: 
 A color code is used to indicate 

capacitance and the tolerance 
rating of most capacitors.  

 The code also indicated the 
temperature coefficient and 
working voltage rating. 

 A strong trend on the part of 
manufacturers to print directly on 
the most common capacitors: 
 the capacitance value and  
 the working voltage rating 

directly on the most common 
capacitors, thus this 
eliminating the need for the 
color code. 
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Electronic RE 

 Identifying Components: 
 Passive Component: 

 Transformers: 
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Diodes: 
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Transistors:  
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Op-Amp: 
 It is a solid-state integrated circuit that uses external 

feedback to control its functions. 
 Without any external devices is called 'open-loop' mode,  
 Referring actually to the so-called 'ideal' operational 

amplifier with infinite open-loop gain, input resistance, 
bandwidth and a zero output resistance. 

 Practically, no op-amp can meet these ideal 
characteristics.   
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741-Type 

ICL7612 CMOS Op 

Amp 



Electronic RE 

 Identifying Components: 
 Active Component: 

 Photocells: 
 It is an electronic component whose 

resistance decreases with increasing incident 
light intensity.  

 It can also be referred to as a light-dependent 
resistor (LDR), photoconductor, or photocell. 

 A photoresistor is made of a high-resistance 
semiconductor. If light falling on the device is 
of high enough frequency, photons absorbed 
by the semiconductor give bound electrons 
enough energy to jump into the conduction 
band. The resulting free electron (and its hole 
partner) conduct electricity, thereby lowering 
resistance. 
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Relay: 
 It is an electrical switch that opens 

and closes under the control of 
another electrical circuit. 

 The switch is operated by an 
electromagnet to open or close one 
or many sets of contacts   
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Crystal Oscillator: 
 It is an electronic circuit that 

uses the mechanical 
resonance of a vibrating 
crystal of piezoelectric 
material to create an 
electrical signal with a very 
precise frequency.   
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Integrated Circuit: 
 known as IC, microcircuit, microchip, silicon chip, or chip 
 It is an electronic circuit (consisting mainly of 

semiconductor devices, as well as passive components) 
that has been manufactured in the surface of a thin 
substrate of semiconductor material. 

 There are two main advantages of ICs over discrete 
circuits:  
 Cost is low because the chips, with all their 

components, are printed as a unit by photolithography 
and not constructed a transistor at a time. 

 Performance is high since the components switch 
quickly and consume little power, because the 
components are small and close together. Chip areas 
range from a few square mm to around 350 mm2, 
with up to 1 million transistors per mm2.  
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Integrated Circuit: 
 SSI, MSI, LSI: 

 The first integrated circuits contained only a few transistors. 
Called "Small-Scale Integration" (SSI), they used circuits 
containing transistors numbering in the tens. 

 The next step in the development of integrated circuits, taken 
in the late 1960s, introduced devices which contained 
hundreds of transistors on each chip, called "Medium-Scale 
Integration" (MSI). 

 Further development, driven by the same economic factors, 
led to "Large-Scale Integration" (LSI) in the mid 1970s, with 
tens of thousands of transistors per chip. 

 VLSI: 
 The final step in the development process, starting in the 

1980s and continuing on, was "Very Large-Scale Integration" 
(VLSI), with hundreds of thousands of transistors, and beyond 
(well past several million in the latest stages). 
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Electronic RE 

 Identifying Components: 
 Active Component: 

 Integrated Circuit: 
 ULSI, WSI, SOC: 

 To reflect further growth of the complexity, the term ULSI that 
stands for "Ultra-Large Scale Integration" was proposed for 
chips of complexity more than 1 million of transistors.  

 The most extreme integration technique is wafer-scale 
integration (WSI), which uses whole uncut wafers containing 
entire computers (processors as well as memory).  

 The WSI technique failed commercially, but advances in 
semiconductor manufacturing allowed for another attack on 
IC complexity, known as System-on-Chip (SOC) design.  
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Electronic RE 

 E-RE Procedure: 
 It can be divided into: 

 Product tear-downs: 
 What PCBs are used for? 
 Identify the product, package, internal boards, and components.   

 System level analysis:  
 How PCBs (or chips) are used? 
 Analyze operations, signal paths, and interconnections.   

 Process analysis 
 How PCBS (or chips) are built? 
 Examine the structure and materials to see how it is manufactured 

and what it is made of.  
 Circuit extraction 

 How PCBs (or chips) work? 
 De-layer to transistor level, then extract interconnections and 

components to create schematics.  
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Electronic RE 

 E-RE Procedure: 
 It can be divided into: 

 Product tear-downs: 
 Identify the product, package, internal boards, sub-systems, and 

components . 
 The simplest type of RE in electronics. 
 The device is dissembled, the boards and sub-assemblies 

photographed, and a description of the components is noted. 
 Result includes bill of materials and tentative costing for the 

manufacture.  
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Fitbit Charge HR Teardown 



Electronic RE 

 E-RE Procedure: 
 It can be divided into: 

 Product tear-downs: 
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Disposable 1-Tbyte NAS drives 

1. Taking the cover off exposed the plastic light pipe 
that was the source of that rather cool. 

2. The main controller board enclosure houses the I/O, 
power, reset, and control electronics. The control board 
itself was encased in metal shielding and attached to 
the hard drive itself via a right-angle edge connector. 

3. The LSI TruePHY ET1011C2-C Gigabit Ethernet 
transceiver debuted in 2008. It’s built on 0.13-μm 
technology and is fully compliant with IEEE 802.3, 
802.3u, and 802.3ab standards.  

4. The Oxford Semiconductor OXE810DSE (now the 
PLX810, since PLX Tech acquired Oxford) is a Gigabit 
Ethernet to dual SATA controller. It is the main interface 
IC, with 802.11 support via Mini PCI.  

http://www.datasheets.com/search/partdetail/L-dash-ET1011C2-dash-C-dash-D/LSI+Corporation?CID=EDNBG
http://www.datasheets.com/search/partdetail/L-dash-ET1011C2-dash-C-dash-D/LSI+Corporation?CID=EDNBG
http://www.datasheets.com/search/partdetail/L-dash-ET1011C2-dash-C-dash-D/LSI+Corporation?CID=EDNBG
http://www.datasheets.com/search/partdetail/L-dash-ET1011C2-dash-C-dash-D/LSI+Corporation?CID=EDNBG
http://www.datasheets.com/search/partdetail/L-dash-ET1011C2-dash-C-dash-D/LSI+Corporation?CID=EDNBG
http://www.datasheets.com/search/partdetail/L-dash-ET1011C2-dash-C-dash-D/LSI+Corporation?CID=EDNBG


Electronic RE 

 E-RE Procedure: 
 It can be divided into: 

 System level analysis: 
 It is either:  

 Hardware analysis: 
 Reverse-engineering at the physical circuit or board level 
 Functional analysis using test stimulus and monitoring outputs and 

internal signals 
 Software analysis 

 Software reverse engineering involves extraction and reconstruction 
of embedded code 

 Software functional analysis 

 Analyze operations, signal paths, and interconnections . 
 Can be very complex, depending on what degree of analysis is 

required. 
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Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Steps to Analyzing Hardware 
There are several steps that an analyst should 
take when examining their device. These 
steps, at a high-level, are: 

 Research the device 
 Identify the components 
 Identify debugging ports 
 Dump the flash 
 Extract/analyze firmware 

These steps are  
 crucial to understanding the device being 

analyzed  
 are required to help identify vulnerabilities.  
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Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Steps to Analyzing Hardware 
There are several steps that an analyst should take when examining 
their device. These steps, at a high-level, are: 

 Research the device: 
 Examine the structure and materials to see how it is manufactured and what 

it is made of.  
 Use micro-analytical tools. 

 Every wafer fab has a range of equipment for process control and 
failure analysis. 

 TEM (transmission electron microscopy) looks through the sample to 
give high resolution images of the device structure 

 SCM (scanning capacitance microscopy) is a way of seeing the positive 
and negative doping that makes up the actual working transistors, resistors, 
and so on in the silicon chip 
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Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Steps to Analyzing Hardware 
There are several steps that an analyst should take when examining 
their device. These steps, at a high-level, are: 

 Research the device: 
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Analysis of a pixel 
structure in CMOS 
Image sensor 



Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Steps to Analyzing Hardware 
There are several steps that an analyst should take when examining 
their device. These steps, at a high-level, are: 

 Identify the components and debugging ports (circuit extraction) 
 De-layer to transistor level, then extract interconnections and components 

to create schematics  
 Circuit extraction of semiconductor chips has  become very difficult as 

device dimensions shrink. 
 Today we have 50-nm transistor gate lengths, way beyond the 

resolution of optical microscopes, and we use electron microscopes 
just to see the transistors.  

 Dedicated SEM (scanning electron microscope) are used to image the 
different layers 

 This has made RE of semiconductor circuitry a specialized business. 
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Analysis of a pixel 
structure in CMOS 
Image sensor 



Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Steps to Analyzing Hardware 
There are several steps that an analyst should take when examining 
their device. These steps, at a high-level, are: 

 Identify the components and debugging ports (circuit extraction) 
 Specially developed software is used to  

 Stitch the thousands of images from each layer together with minimal 
spatial error. 

 Synchronize the multiple layers so there is no misalignment between 
layers. 

 Full circuit extraction means taking note of all transistors, all contacts/vias 
between levels, and all interconnects at each level, and then condensing 
them to a schematic readable by a design engineer.  

 Typically a block of circuitry is extracted at a time, and cross-reference the 
blocks so that the full schematic is available.  
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Analysis of a pixel 
structure in CMOS 
Image sensor 



Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Steps to Analyzing Hardware 
There are several steps that an analyst should take when examining 
their device. These steps, at a high-level, are: 

 Identify the components and debugging ports (circuit extraction) 
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Analysis of a pixel 
structure in CMOS 
Image sensor 

Synchronized 
Multi-Layer 
Display and 
Annotation of 
SEM image  



Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Example:  Embedded Hardware Hacking 101 – The Belkin WeMo Link 
 Research the device 

 The scope is to examine IoT embedded hardware devices that primarily 
ran embedded Linux as its operating system.  

 Look at several IoT devices and decide which device to use. 
 The chosen link is the WeMo Link due to 

 its ability to be controlled by a mobile application   
 to be used for home automation,  
 its utilization of wireless components, and  
 its ability to be controlled over the Internet. 
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https://www.fireeye.com/blog/threat-research/2016/08/embedded_hardwareha.html 



Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Example:  Embedded Hardware Hacking 101 – The Belkin WeMo Link 
 Identify the components 

 Take the device apart.  
 The lid easily pops off by applying force with a flathead under the lip 

of the plastic.  
 There are several ways of identifying how to properly disassemble a 

device – from identifying pull tabs to uncovering screws that are 
covered with warranty warning tape.  

 The device had a slightly protruding lid held down by four tabs. 
 Behind the plastic lid were two main components: the mainboard, 

and the AC/DC converter consisting of a transformer, rectifier, etc. 
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Electronic RE 

 E-RE Procedure: 
 System level analysis: 

 Example:  Embedded Hardware Hacking 101 – The Belkin WeMo Link 
 Identify the components 

 On the mainboard itself, what is immediately visible  
 32MB SDRAM and a Winbound 25Q128FVSG 
 16MB serial NOR flash memory with the ability to communicate over SPI 

(Serial Peripheral Interface). 
 The latter chip is used for storing the more permanent memory on the board, 

even while the device is powered off. 
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Electronic RE 

 E-RE Procedure: 
 System level analysis-Hardware analysis: 

 Example:  Embedded Hardware Hacking 101 – The Belkin WeMo Link 
 Identify debugging ports 

 When debugging/interacting with a device, the two most common 
ways consist of JTAG (Joint Test Action Group) and UART (Universal 
Asynchronous Receiver/Transmitter) 
 JTAG is a dedicated debugging port implemented as a serial interface 

used for communicating with the target device.  
 UART is a means of serial communication that can easily be bridged over 

USB via any UART-to-USB bridge. 
 The WeMo’s circuit board silk screening was friendly enough to label 

exactly what pads were utilized for interfacing with the device. They 
were labeled conveniently as UART_RX, UART_TX, GND, and VCC, 
as seen in Figure 
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Electronic RE 

 E-RE Procedure: 
 System level analysis-Hardware analysis: 

 Example:  Embedded Hardware Hacking 101 – The Belkin WeMo Link 
 Identify debugging ports 

 The WeMo’s circuit board silk screening was friendly enough to label 
exactly what pads were utilized for interfacing with the device. They 
were labeled conveniently as UART_RX, UART_TX, GND, and VCC, 
as seen in Figure. 

 To be sure that the labels are accurate, you can still utilize the 
multimeter to test each pad’s connection. 
 By powering up the device and monitoring each pin, the 

UART_RX oscillated throughout a series of voltages.  
 This indicates that data is being streamed across this pad, which 

is what we will later utilize to view the device’s console.  
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Electronic RE 

 E-RE Procedure: 
 System level analysis-Hardware analysis: 

 Example:  Embedded Hardware Hacking 101 – The Belkin WeMo Link 
 Dump the flash 

 In the previous steps, you can identify the flash memory that is used 
to store the bootloader and firmware for this device. 

 This is the core component of the device that an attacker would 
attempt to modify. 

 There are two ways to dump the memory off of this component,  
 These methods consist of:  

 connecting a test clip to the chip itself while it is still 
soldered to the board and utilizing a tool such as the bus 
pirate to dump the flash memory,  

 or desoldering the chip and then placing the chip in a 
programmer to read the memory off of the chip. 
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Electronic RE 

 E-RE Procedure: 
 System level analysis-Hardware analysis: 

 Example:  Embedded Hardware Hacking 101 – The Belkin WeMo Link 
 Extract/analyze firmware 

 After having a flash dump from the device, we can use some certain 
tools to analyze the headers within the flash dump to get a better 
understanding of what the dump consists of, as seen in Figure 
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https://www.fireeye.com/blog/threat-research/2016/08/embedded_hardwareha.html 

Within this directory, we can now take off our hardware 
reverse engineering hat and put on our software 
reverse engineering hat and begin looking for 
interesting items such as encryption keys used to sign 
WeMo device firmware, hashed root passwords, 
interesting services that may start on boot, etc. 



Electronic RE 

 Printed Circuit Boards-RE : 
 The Need of PCB-RE: 

 Replace an obsolete PCB that is no longer 
available from the original manufacturer. 

 Old PCBs are sometimes difficult to 
support: 
 Increasing costs of spare parts 
 Non-existent procurement sources.  

 The technical documentation needed to re-
manufacture replacement parts is often 
insufficient or non-existent. 

 Missing manufacturing files such a Gerber 
files are often sited as the main reason. 

 Re-engineering a PCB assembly can 
provide an improved or added performance 
to an old process.  
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Electronic RE 

 Printed Circuit Boards-RE : 
 The Need of PCB-RE: 

 New and improved materials and 
techniques may be utilized to improve 
operations, maintenance and support. 

 Reverse engineer your PCB first as a base 
set of data and then modify that base to 
obtain a more modern PCB that is both less 
expensive to build and less expensive to 
service.  
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Electronic RE 

 Printed Circuit Boards-RE : 
 PCB-RE Steps: 

 Prescreen 
 Observe 
 Disassemble and identify components 
 Identify connections and capture schematic 
 Generate Gerber files for the board 

 
 

7/12/2018 Dr. Omar R Daoud 36 

Slide 21 



Electronic RE 

 Printed Circuit Boards-RE : 
 PCB-RE Steps: 

 Prescreen 
 The selection of potential candidates for the reverse engineering 

cycle depends on economics, technical complexity and the amount of 
existing data. 
 

 Components that have high usage and high per-unit cost but 
relatively low technical complexity are good candidates for the 
reverse engineering process. 
 

 Obtain at least two samples of the board 
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Electronic RE 

 Printed Circuit Boards-RE : 
 PCB-RE Steps: 

 Observe 
 Evaluate existing data 

 Drawings and technical manuals that provide information about 
the PCB assembly are collected. 

 Usage and maintenance data are also obtained along with 
performance specifications.  

 The physical unit is visually inspected and discrepancies between the 
available data and the actual PCB are noted. 

 Identify some components and obtain specifications for each. 
 Formulate a management plan including minimum requirements of an 

acceptable Technical Data Package (TDP).  
 The objective of this stage is to complete the TDP, which will be 

sufficient for fabrication and procurement of the PCB assembly. 
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Electronic RE 

 Printed Circuit Boards-RE : 
 PCB-RE Steps: 

 Disassemble and identify components 
 The PCB is disassembled. 
 A list characterizing each piece and the order of 

disassembly is maintained.  
 Component availability is verified and exceptions 

are researched for substitutes. 
 This process will make one sample board unusable 

again. The second board is used as reference. 
 The identification of all components is required for 

the bill of materials (BOM). 
 Most vendors and part numbers printed on the 

components. 
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Electronic RE 

 Printed Circuit Boards-RE : 
 PCB-RE Steps: 

 Disassemble and identify components 
 Small devices use an abbreviated code 

 Abbreviation details available in manufacturer 
data sheets 

 Educated guesses will help narrow down part 
 Basic identification tips: 

 Look for manufacturer's logo 
 Look for alphanumeric string on part 
 Find data sheets 

 Data sheets contain extremely useful technical 
component information: 
 Product overview 
 Pinout and pin function 
 Electrical parameters and functional limits 
 Package drawings 
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Electronic RE 

 Printed Circuit Boards-RE : 
 PCB-RE Steps: 

 Disassemble and identify components 
 Sometimes, sensitive targeted components 

are made intentionally difficult to access 
 Some vendors remove identifiers and 

markings from ICs 
 May still be able to identify parts without the 

markings by probing or following important 
looking traces/signals 
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Look for Probe/Testing points 



Electronic RE 

 Printed Circuit Boards-RE : 
 PCB-RE Steps: 

 Identify connections and capture schematic (Deconstruction 
Techniques) 
 Use the unpopulated PCB to identify the circuit schematic.  
 Identify all of the electrical connections between components on the 

board 
 Node list, sometimes called a net list 
 This process requires an experienced electrical engineer to be able 

to render the emerging node list into a readable schematic. 
 Build the schematic 
 Capture the schematic in software including building component 

images for all components that are not in a parts library. 
 
 
 
 
 

 

7/15/2018 Dr. Omar R Daoud 42 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture schematic 
 Separate layers to identify each layer and construct a 

complete circuit layout 
 If components are also known, a full electrical design can be 

reversed 
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The image shows a 6 layer board, 
as shown by the layer names down 
the left of the image. This board 
would first be fabricated as 3 
double-sided boards (Top-Plane1, 
Mid1-Mid2, Plane2-Bottom), as 
indicated by the hatched core 
layers. 

https://documentation.circuitmaker.com/display/CMAK/PCB_Obj-Via((Via))_CM 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture schematic 
 Separate layers to identify each layer and construct a 

complete circuit layout 
 If components are also known, a full electrical design can be 

reversed 
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Example: 4-layer PCB 

Ref. Grand Ideas Studies 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture schematic 
 Solder Mask Removal 
The goal of this phase is to remove the solder mask from 
the PCB and expose the copper traces on the top and/or 
bottom layers with minimal damage.  

 Grinding and Scraping 
 Often the use of a knife, scraper or pick in the 

hands of a skilled technician. 
 Machining and Milling 

 It can be a very effective and precise technique 
for removing solder mask.  

 Sharp cutters will be used,  
 precision depth control is essential.  
 The milling system will need to be fitted with a 

microscope for visual aid. 
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Laser Based Removal 

Fiberglass Based Removal 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture schematic 
 Solder Mask Removal 

 Chemical Stripping 
 It is most effective. 
 Masking tapes or other protective materials 

should be placed on the circuit board surface to 
isolate the area to be stripped.. 

 Microblasting  
 It is an excellent technique for removing solder 

masks from large areas of the circuit board 
surface.  

 An abrasive material is propelled through a 
pencil shaped hand-piece and simply blasts 
away the coating. This is attained by substantial 
friction, and static charges, in the process. 
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Laser Based Removal 

Electric Based Removal 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture schematic 
 Delayering 

The goal of this phase is to access the inner copper 
layers of a multi-layer PCB by way of physical, 
destructive delayering.  
 Sandpaper 

 It is an effective and low cost method. 
 It required pressure (cause operator fatigue). 

 Dremel Tool 
 is a common, off-the-shelf home improvement 

tool used in a variety of applications 
 

7/15/2018 Dr. Omar R Daoud 47 

Sandpaper Based 

Dremel tool  Based 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture schematic 
 Delayering 

The goal of this phase is to access the inner copper 
layers of a multi-layer PCB by way of physical, 
destructive delayering.  
 CNC Milling 

 It is used for highly accurate, computer 
controlled removal or engraving of material.  

 Surface Grinding 
 It is an abrasive machining process used for 

material grinding and surface finishing 
 Ex. Inner layers 2 through 5 of a 6-layer PCB 

achieved with surface grinding (clockwise 
starting from the upper left). 
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CNC milling Based 

Surface Grinding  Based 

Inner layers 2 through 5 of a 
portion of the iPhone 4 

Logic Board 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture 
schematic 
 Imaging 

The goal of this phase is to obtain individual 
image layers of a multi-layer PCB using non-
destructive imaging techniques.  
 X-ray (2D) 

 X-ray inspection equipment is typically 
used during the PCB assembly process 
to  
 verify component placement 
 and proper solder quality,  
 or after the assembly process for 

failure analysis to identify, locate, or 
troubleshoot defective features. 
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X-ray (2D) Based 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Identify connections and capture 
schematic 
 Imaging 

The goal of this phase is to obtain individual 
image layers of a multi-layer PCB using non-
destructive imaging techniques.  
 Computerized Tomography (3D X-ray) 

 Computerized Tomography (CT) is an X-
ray imaging method where a series of 2D 
X-ray images are post-processed to create 
cross-sectional slices of the target object.  

 CT is frequently employed for complex 
inspection and failure analysis of PCBs, 
electronic component packaging, and 
solder ball quality.  
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X-ray (2D) Based 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps:  
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Characterization matrix of PCB 
deconstruction techniques. 



Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Generate Gerber files 
 The Gerber format is a file format used by 

PCB industry software to describe the 
images of a printed circuit board (copper 
layers, solder mask, legend, etc.) as well as 
the drilling and milling data.  

 The Gerber format is the de-facto industry 
standard for printed circuit board image 
transfer 
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Example Gerber layers, showing 
the top overlay (legend), top 
solder resist (protective film), top 
layer copper traces, and bottom 
layer copper traces of a printed 
circuit board 

%AMMACRO19*  

21,1,.0512,.0512,0.0,0.0,45.*

% 

%ADD19MACRO19*%  

%LPD*% 

G75*  

G54D10*  

X176250Y117500D03*  

Y130000D03*  

Y163750D03*  

...  

http://en.wikipedia.org/wiki/File:Gerber-layers-example.png


Electronic RE 

 Printed Circuit Boards-RE: 
 PCB-RE Steps: 

 Design verifications 
 Prior to prototype fabrication and testing, the technical data 

package is reviewed for accuracy and completeness. 
 Prototypes are built and tested. 
 Deficiencies in the results from prototype testing follow 

traditional debugging procedures and lead to final 
modifications and improvements in the technical data package 
(TDP) 
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